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The first 60 years were the easy ones!
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“Let’s make a better mouse trap”



..We will spend the next 60 years to fix the 
problem
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Do we miss the big picture?



Division of Labor Tragedy?
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The Internet and the Web:
Victims of their own Success
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Privacy
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Next big challenge:

How to audit compliance?

• Chaotic Web

• Divided Web

• Invisible backend



Privacy
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Should we break up

Facebook or solve the

real problems?

• Portable data?

• Right to forget?



Protect the Internet as a Critical 
Infrastructures

DHS and ENISA have characterized peering 

infrastructures as critical infrastructures – in the same category as nuclear 

reactors and power powerhouses. [An Annex to the National Infrastructure Protection Plan, 2010, 2015; 

Critical Infrastructures and Services, Internet Infrastructure: Internet Interconnections, 2010]

Internet Exchange Points: Typical SLA 99.99% (~52 min. downtime/year)1

Colocation facilities: Typical SLA 99.999% (~5 min. downtime/year)2
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1 https://ams-ix.net/services-pricing/service-level-agreement 2http://www.telehouse.net/london-colocation/

Next big challenge:

• Audit?

• Resilience Analysis?

• Redundant Design?

https://ams-ix.net/services-pricing/service-level-agreement
http://www.telehouse.net/london-colocation/


Security and Trust: Did we forget 
something in the Internet design?
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Next big challenge:

How to measure trust?



Network Neutrality: Irrelevant?
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Next big challenge:

• Know what to measure

• Suggest improvements in the 

existent regulation

Specialized Service

DNS

Routing

Public IP

Network Neutrality: Irrelevant?



Towards Informed Internet Policy
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Berlin



Action 1: Education
We need: 
- Computer engineers who understand the societal 

impact of their work
- Lawyers who write program in python
- Politicians/regulators with PhD in computer 

security
- Managers who are awarded bonus based on the 

sustainability of the corporation
- NEW colloquia and initiatives
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Action 2: In search for Hard Evidence     
(funding, tools, maintenance, business models)
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Wehe



Action 3: Interaction among all the 
Stakeholders
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- Which is the best organizational structure 
to improve decisions about the design and 
regulation in the Internet and the Web?

- International collaboration for sustainable 
Internet and Web?

- Embrace Technological Responsibility



Networking and Policy

Thank you!


