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The first 60 years were the easy ones!

“Let’s make“ bette'r mouse trap”




..We will spend the next 60 years to fix the
problem

. @ Do we miss the big picture?
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Division of Labor Tragedy?
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The Internet and the Web:
Victims of their own Success

Bits per second
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Hackers Hit Dozens of Countries Exploiting Stolen N.S.A. Tool
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Peak In  : 3.584 Th/s Peak Out 3.583 Tb/s
Average In : 2.145 Th/s Average Out 2.144 This
Current In : 2.457 Tb/s Current Out 2.438 Tb/s
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KrebsOnSecurlty Hit With Record DDoS
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Facebook and Cambridge
Analytica: What You Need
to Know as Fallout Widens

By Kevin Granville

March 18, 2018 f v = » []
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Cambridge Analytica, a political data firm hired
by President Trump's 2016 election campaign,
gained access to information on 50 million
Facebook users as a way to identify the
personalities of American voters and influence
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Next big challenge:
| How to audit compliance?

Chaotic Web
Divided Web
Invisible backend




Privacy

J

Should we break up
Facebook or solve the
real problems?

« Portable data?
 Rightto forget?
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Protect the Internet as a Critical
.y Infrastructures

* Tx
enisa

European Network
and Information

¥ + s DHS and ENISA have characterized peering
Infrastructures as critical infrastructures — in the same category as nuclear
reactors and power powerhouses. [An Annex to the National Infrastructure Protection Plan, 2010, 2015;

Critical Infrastructures and Services, Internet Infrastructure: Internet Interconnections, 2010]

Internet Exchange Points: Typical SLA 99.9| Next big challenge:

e Audit?
Colocation facilities: Typical SLA99.999% (. Resilience Analysis?

 Redundant Design?

1 https://lams-ix.net/services-pricing/service-level-agreement 2http://www.t€



https://ams-ix.net/services-pricing/service-level-agreement
http://www.telehouse.net/london-colocation/

Security and Trust: Did we forget
something in the Internet design?
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US & Canada

Trump declares national emergency over
IT threats

Next big challenge:
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How to measure trust?



Net Neutrality

A15-year long battle

Tim Wu coins the term *net
neutrality” in “Network
Neutrality, Broadband

Discrimination”

September 2005

FCC classifies intemet access on
the phone network as a Title |
“information service” following
FCC v. Brand X decision

‘August 2008

FCC declares Comcast's
degradation of BitTorrent
unlawful

April 2010

Comcast v. FCC Federal appeals
court unanimously rules
favor of Comcast. FCC begin:
revising net neutrality plan that
would eventually result in FCC
Open Intemet Order 2010

Verizon v. FCC Federal appeals
court strikes down FCE rules
pertaining to net neutrality.
Decision focuses on
broadband's classification as
“information services" (Title 1)
which FCC can't regulate and

FCC classifies broadband traffic
a5 a Title Il telecommunications

sarvice

FCC votes ta Gpen Pai's
propesed changes ta public
comment

March 2002

FEC classifies Broadband
1 a Title 1

nternet Access
“information service®

FCCv. Brand X Brand X disputes
FCC's classification of cable
modem service asa Title 1
“information service" rather
thana Title I
“telecommunications service"

September 2005

FOC chair Michael Powell
Four Freedoms” of “open intemet

FCC Com

et Julius
evamped” open
internet principles, adding the idea
that ISPs “may not discriminate
against content in 3

Genachewski

mber 2010

K

pen Intermet Order 2010

FCC votes to open reinstatement of

ATAT v. FCC DC Court of Appeals
upholds open internet rules under
Title Il classification

Public camment period closes
on propased changes

Network Neutrality: Irrelevant?



Net Neutrality

A 15-year long battle

February 2015
FCC classifies broadband traffic
Title 11 telecommunications

FCC votes ta open Pai's
spased changes to public

September 2005
FCC ehair Michael Pewel issues
Four Freedoms" of "open intermet

Network Neutrality: Irrelevant?

Public IP
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Next big challenge:

 Know what to measure

 Suggest improvements in the

existent regulation




Towards Informed Internet Policy

Technology
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Action 1: Education

We need:

Computer engineers who understand the societal
impact of their work

Lawyers who write program in python

Politicians/regulators with PhD in computer
security

Managers who are awarded bonus based on the
sustainability of the corporation

NEW colloquia and initiatives
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Action 2: In search for Hard Evidence
(funding, tools, maintenance, business models)

Wehe

Screen shots (Android)

Open Observatory of Network Interference

acm sigcomm

Home » Events

COMPUTER IMC Conference A free software, global observation network for s
COMMUNICATION detecting censorship, surveillance and traffic )
review The Internet Measurement Conference manipulation on the internet @
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Action 3: Interaction among all the
Stakeholders

- Which is the best organizational structure
to improve decisions about the design and
regulation in the Internet and the Web?

- International col
Internet and We

- Embrace Techno

aboration for sustainable
07

ogical Responsibility
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