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²ŜΩǊŜ ŀƭƭ ƎŜǘǘƛƴƎ ƻƭŘŜǊ
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LǘΩǎ ōŜŜƴ ŀ ǿƘƛƭŜΧ

1980
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25 years ago

Mosaic 1.0: November 1993

IBM Simon (announced 11/1993)

GMD webcam (1997)

Euro-ISDN: 1994
DSL patent: 1990
DOCSIS started 1995
DSL in Germany: 7/1999

August 1993
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Internet and networks timeline
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theory
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production use
in research
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early residential
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home

email
ftp
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UDP
TCP

SMTP
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finger
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Mbone
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HTTP
HTML
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100 kb/s 1 Mb/s 10 Mb/s

XML
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Jabber
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port
speeds

Internet
protocols

queuing
architecture

routing
cong. control
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QoS
VoD

p2p
ad-hoc
sensor
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²ŜΩǊŜ ŎƛǾƛƭ ŜƴƎƛƴŜŜǊǎ ǊŜǇŀǾƛƴƎ 
roads
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The great infrastructures

ÅTechnical structures that support a society ĄάŎƛǾƛƭ 
ƛƴŦǊŀǎǘǊǳŎǘǳǊŜέ
ÅLarge
ÅConstructed over generations
ÅNot often replaced as a whole system
ÅContinual refurbishment of components
ÅInterdependent components with well-defined interfaces
ÅHigh initial cost
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²ŜΩǊŜ ŘƻƴŜ

Telegraph

ωtext only

Telephone

ωvoice + text

Internet

ωanything digital
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hƴŎŜ ŘŜǾŜƭƻǇŜŘΣ ōŀǎƛŎ ŦǳƴŎǘƛƻƴǎ ŘƻƴΩǘ ŎƘŀƴƎŜ

1908 (1925) 1958
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Interfaces define industries (and stay the same)

~1915 (2 prong)

1901

110/220V

ÅLots of other (niche) interfaces
ÅReplaced in a few applications

NEMA 1-15R

http:// www.centennialbulb.org/cam.htm
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The Internet Protocol Hourglass

email  WWW  phone...

SMTP  HTTP  RTP...

TCP  UDPé

IP

ethernet PPPé

CSMA  async sonet...

copper  fiber  radio...

small number of long-term stable interfaces

S. Deering, 2001



The Victorian Internet

5/29/2019 12

http://fred.stlouisfed.org/graph/?g=nXyO
http://fred.stlouisfed.org/graph/?g=nXyO


It always takes longer than you 
think

5/29/2019 13



14

Kurose/Ross, 2000
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IETF25 (1992) looks familiar
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Why so little change in the Internet?

Browser Data center Access 
networks

Internet

Major changes 
in last decade

WebRTC, 
HTML5, 
WebSocket, 
/{{оΣ Χ

SDN, 
heterogeneous 
computing, 
rack-scale, 
accelerators

5G, DOCSIS 3.xQUIC

Major players 3 4 (or 7) Major wireless
Comcast

Hundreds to 
thousands

Backward 
compatible

Easy Local Separate 
frequencies

Minimum 
feature set

Incentive Competition Revenue Spectral 
efficiency

Limited 
(OpEx?)
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Random Dagstuhlslide

With exception of QUIC and maybe YANG, no major new protocols in last 10 years. 

Implementations
Not protocols or 

algorithms



Design for 20 years
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ά¢ƘŜ ŦǳǘǳǊŜ Ƙŀǎ ŀǊǊƛǾŜŘ τƛǘΩǎ Ƨǳǎǘ ƴƻǘ ŜǾŜƴƭȅ 
ŘƛǎǘǊƛōǳǘŜŘ ȅŜǘΦέ όDƛōǎƻƴΣ мффнύ

IPngWG: July 1994
RFC 2460: December 1998
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Telecom infrastructure
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Networks never die, they just drop nodes

* 1982

 

 

 

 

 

 

March, 2017                                 WORKING GROUP 10 

Legacy Systems Risk Reductions 

 

Final Report 

  

 
 
  Č ²ŜΩƭƭ ǎǘƛƭƭ ƘŀǾŜ ǇƘƻƴŜ ƴǳƳōŜǊǎ ŀƴŘ LtǾп ŀŘŘǊŜǎǎŜǎ ƛƴ нлпоΧ
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The inverse network effect

The difficulty of changing a network is exponential to its size.
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Simple core protocols have acquired technical 
debts

DNS:
~143 active 

RFCs



Publish it and they will 
implement
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The universal equation for engineering

Ὅ ÌÉÍ
ᴼ

= 0

impact factor, redefined: citations Ą real world
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wŜǎŜŀǊŎƘΥ tŀǎǘŜǳǊΩǎ ǉǳŀŘǊŀƴǘ
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?
Yes

Purebasic research
(Bohr)

Use-inspiredbasic research
(Pasteur)

No
Pure appliedresearch

(Edison)

No Yes

Considerations of Use?

tŀǎǘŜǳǊΩǎ vǳŀŘǊŀƴǘΥ .ŀǎƛŎ {ŎƛŜƴŎŜ ŀƴŘ ¢ŜŎƘƴƻƭƻƎƛŎŀƭ LƴƴƻǾŀǘƛƻƴΣ {ǘƻƪŜǎ мффт (modified)

Guessing at 
problems
(Infocom)

Most 
networking 

research
is here

Most 
networking 
research

wants to be  
here
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Cause of death (or delay) for the next big thing

28

QoS multi-

cast

mobile IP active 

networks

IPsec IPv6

not manageable across competing 

domains
Z Z Z Z

not configurable by normal users 

(or apps writers)
Z Z Z

no business model for ISPs
Z Z Z Z Z Z

no initial gain
Z Z Z Z Z

80% solution in existing system
Z Z Z Z Z Z

(NAT)

increase system vulnerability
Z Z Z Z

5/29/2019



Network layer minimalism wins

ÅAlmost all attempts to add functionality to the network layer have been 
unsuccessful or multi-decade

ÅIPv6 [*1994] ĄNAT, CGN (despite address exhaustion)

ÅIP multicast, CCN ĄCDN

ÅIP QoS Ą FTTH

Ånetwork-layer security Ą TLS

ÅIP mobility Ą no mobile servers + rare IP address changes
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Generational surprises

Generation Expectation Surprise Costper GB

0G
(landline)

voice fax & modem

1G corporatelimousine eavesdropping

2G betterǾƻƛŎŜ ǉǳŀƭƛǘȅ όάŘƛƎƛǘŀƭΗέύSMS $1000

3G WAP web $100

4G IMS YouTube,WhatsApp,
notifications

$10

5G IoT (low latency) ? $1?

Å underestimated cost and fixed-equivalence as drivers
Å are the even generations the successful ones?5/29/2019



What makes the paper-to-product pipeline hard?

ÅEven highly cited papers rarely impact practice
Åand usually not useful as input into meta-studies (medicine)

Åmany papers have more authors than readers

Åά¸ƻǳ Ƨǳǎǘ ǇǳōƭƛǎƘŜŘ ŀ ǇŀǇŜǊ ŀƴŘ ŜȄǇŜŎǘ ƳŜ ǘƻ ŎƘŀƴƎŜ ǘƘŜ LƴǘŜǊƴŜǘΚέ

Åother disciplines: niche papers for niche problems
Åwhat are niche networks? We try...

ÅάǎǘŀƴŘƛƴƎ ƻƴ ǘƘŜ ǎƘƻǳƭŘŜǊǎ ƻŦ ǘƘƻǳǎŀƴŘ ƳƛŘƎŜǘǎέ
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Paper-to-network transitions are difficult

?
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The streetlight effect
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||Wi -Fi|| >> ||LTE||

 
 
I rfan Ali 1 I rfan Ali 

LTE/EPC Specifications 

UE 

MME 

HSS 

Serving 

GW 
PDN GW 

PCRF 

Internet 

S6a 

S11 

S1u 

S1-MME 

LTE-Uu 

S5 

Gx 

Rx 

SGi 
eNB 

S10 

X2 

SPR 

Sp 

Stage-3 Specification 

Stage-2 Specification 

Stage-1 Specification 
Stage-1: 22.278 

E-UTRAN Stage-2:  

36.300 
Evolved Packet Core Stage 2: 23.401 

29.274 GTPC 

29.281 GTPU 

29.274 GTPC 

36.410 General 

36.411 Layer 1 

36.412 (Sig xport) 

36.413 (S1AP) 

29.212  

29.213 Sig Flow 

36.201,211,213,214  PHY 

36.321 MAC 

36.322 RLC 

36.323 PDCP 

36.331 RRC 

36.410 General 

36.411 Layer 1 

36.414 (Data xport) 

29.281 GTPU 

PCC Stage 2:       23.203 

Charging Stage 2:  32.240 

36.420 General 

36.421 Layer 1 

36.422 (Sig xport) 

36.424 (Data xport) 

36.423 (X2AP) 

29.281 GTPU 

29.214 

36.304 Idle 

36.306 Capability 

36.314 Measurement 

23.122 Idle-NAS 

24.301 NAS 

Unspecified 

Online 

Charging 

Function 

Offline 

Charging 

Function 

Billing 

Domain 

Gy/Ro 

Gz/Rf 

Bx 

32.251  

32.251  

General: 

23.003 Identifiers 

29.303 DNS 

33.401 Security Stage 2&3 

S9 

29.215  

29.061  

29.272  

36.133 RRM Reqds 

Operator  

Services 

Link to get latest 3GPP specs per release:   ftp://ftp.3gpp.org/Specs/latest  

Link to find out what a spec covers: http://www.3gpp.org/Specification-Numbering  

ORBIT, Rutgers
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Funding agencies want broader 
ƛƳǇŀŎǘΣ ōǳǘ ŘƻƴΩǘ ŦǳƴŘ ǎǘŀƴŘŀǊŘǎ 
work
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Translational activities as broader impact?

ÅRFCs may or may not count as publications

ÅContributing to standards increasingly costly (travel, time)

Åb{C Ƴŀȅ έŎƻǳƴǘέΣ ōǳǘ ǳƴŎƻƳƳƻƴ

ÅEuropean projects seem to be more flexible
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Standards contributions
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Math hammers, looking for nails
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ÅCommon theme
Åpath finding (routing)

Åcongestion control

Åscarcity of X Ą resource management

ÅAlmost every quantitative & statistical 
technique
Åqueueing theory

Åmatrix methods

Åmachine learning

bandwidth

video!
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Almost 25100 years of QoS

Toll Telephone Traffic

Experiments are described to determine the relationship between telephone circuit 
loads and the corresponding delay to traffic. The operating methods employed and the 
number of circuits available determine in general the number of messages per day which 
can be handled over a single toll circuit. The average delay to traffic obviously depends 
upon the number of messages per circuit per day, or the circuit loads. With a given load 
factor, increase in the circuit loads will increase the average delay to traffic. At the same 
time the revenue per circuit mile will correspondingly increase. The practical limit, 
however, is approached when the delays to traffic reach a point where the service is 
unsatisfactory. The results of the experiments described illustrate the fact that increasing 
circuit loads increase the delay to traffic, and vice versa. The revenue per circuit mile is 
directly proportional to the product of the circuit load and the toll rate per minute-mile; 
consequently the relationship between the quality of service and the toll rate is generally 
obvious, assuming a certain rate of return on the plant investment.

Frank Fowle, Transactions of the American Institute of Electrical Engineers, June 1914 
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QoS research

ÅL999Υ нрΣруо ǇŀǇŜǊǎ ǿƛǘƘ άvƻ{έ ƛƴ ƳŜǘŀŘŀǘŀ ǘƘǊƻǳƎƘ рκнлмл
Å84,257 with QoS in meta data or text

Å2 papers/PhD year

Å$50,000/PhD year

ÅĄ $640M in QoS research
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Telecommunication carriers are 
like airlines 
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Equipment vendors & operators

Boeing 737
designed 1967

livery
advertising
pricing

commodity
(rarely loved, only hated less)

770-800

800 GSM operators
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ά²Ŝ ŘƻƴΩǘ ǿŀƴǘ ǘƻ ōŜ ōƛǘ ǇƛǇŜǎέ

France Telecom
Minitel era (~2000)

Which prevents them from being goodbit pipes
Ą unusual, but inherent, conflict of interest between provider and customer

Ą Avoid commoditization (competition on price only)

¢ǿƻ ƳŜŎƘŀƴƛǎƳǎΥ ǇǊƻǾƛŘŜ ōŜǘǘŜǊ ǎŜǊǾƛŎŜǎ ǾǎΦ ǿƛǘƘƘƻƭŘ ǎŜǊǾƛŎŜǎ όέ!tLǎέύ ƻǊ ǇǊƛŎŜ-differentiate

2008

WAP IMS
Linear
video

Cloud Content
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bŜǘǿƻǊƪƛƴƎ ŎƻƳǇŀƴƛŜǎ ŘƻƴΩǘ ǿŀƴǘ ǘƻ ōŜ

content

video
distribution

advertising
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Bits, bytes and cycles are 
cheaper than humans 
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Network economics, (over)simplified

Equipment
4%

Construction
11%

Operations
85%

% OF REVENUE

Equipment Construction Operations

70%

30%
traditional: 12-15 staff/10k customers
Iliad, FR: 3-4 staff/10k



Which will be autonomous first?
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Automation & NFV
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We do not consider cost (enough)

ÅMost engineering is cost minimization, given constraints

ÅBut hard for networking
Åcost data not available (proprietary)

Åvery little economics in our network teaching

Åimprovements are in operations and management more than protocols and 
algorithms

ÅWould require better software skills in carrier work force
Åand willingness to develop own software

Åand get rid of legacy systems and services
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Statements of faith
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We have fashions and movements

OSI (vs. IP)

text vs. binary

sensor networks

blockchain

machine
learning

NAT vs. IPv6

ATM

5G

IoT
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Our version of history telling

ATM
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Industrial research is a monopoly 
game
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Only monopolists with patient shareholders do 
research

AT&T Labs
Bellcore

DEC
Ericsson
Fujitsu

HP
IBM
Intel

Marconi
Microsoft Research

Nokia
Nortel

Siemens
Sprint

Sun Microsystems
Xerox PARC 

non-networking relatives may survive
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Stuck in the middle
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Depending on those above and below

email  WWW  phone...

SMTP  HTTP  RTP...

TCP  UDPé

IP

ethernet PPPé

CSMA  async sonet...

copper  fiber  radio...

all major applications 
developed outside the CS 

academic community
(WWW, blockchain, P2P)

wireless PHY
optical PHY

MIMO

core networking
research
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PhD students are our future

0

5

10

15

20

25

2010 2011 2012 2013 2014 2015 2016 2017 2018

AI Networks OS Security
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Sensor networks optimized the wrong thing

59
http:// eschatologist.net/blog/?p=266

Åaƻǎǘ Lƻ¢ ǎȅǎǘŜƳǎ ǿƛƭƭ ōŜ ƴŜŀǊ ǇƻǿŜǊ ǎƛƴŎŜ ǘƘŜȅΩƭƭ ƛƴǘŜǊŀŎǘ ǿƛǘƘ ŜƴŜǊƎȅ-
based systems (lights, motors, vehicles)
ÅMost IoT systems will not be running TinyOS(or similar)
ÅProtocol processing overhead is unlikely to matter
ÅLow message volume Ą cryptography overhead is unlikely to matter
Åexceptions: light switches and similar 1-function I/O devices Ą

BT/Zigbeefixed-function devices

$35.00

ÅA 900MHz quad-core ARM 
Cortex-A7
Å1 GB RAM

16-41x

28 EU projects
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But (largely) ignored user concerns
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Moving up (and down)

privacy Ą data usage
cyber security
network neutrality
news, real & fake

рDΣ сDΣ Χ
quantum communications
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You cannot replicate yourself to 
funding or tenure
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Good intentions, bad incentives

Reproducing results is only likely to occur if somebody 
really cares about the result.

Many high-profile measurement projects
ǊŜƭȅ ƻƴ άǎŜŎǊŜǘέ Řŀǘŀ
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Resource scarcity, the money 
part
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Money sources

1980-2000s now

NSF
$14.4M/year

industry

DARPA

NSF

Č networking for X
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L ƪƴƻǿ Ƙƻǿ ȅƻǳ ŦŜŜƭΧ

H2020
NSF

networkingAI
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The internet is not meant to be 
secure
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Security is an incentives problem

ÅάaŀƪƛƴƎ ǘƘŜ LƴǘŜǊƴŜǘ ǎŜŎǳǊŜέ ŀǎǎǳƳŜǎ ǘƘŀǘ ǘƘƛǎ ƛǎ ŀ ƭŀȅŜǊ-3 problem

ÅBut identity and intent reside higher in the stack

ÅEncryption helps only because networks are now untrustworthy

ÅInternet has an identity problem, not a (generic) security problem

ÅStruggling to implement network hygiene:
ÅBCP 38 (address spoofing)

ÅDNSSEC (domain spoofing)

ÅMANRS, RPKI (route spoofing)

ÅSTIR/SHAKEN (phone number spoofing)
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Connectivity is not good
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1996

1997
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